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Understanding this
evolving resource
today and whereit's
headed tomorrow
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CLOUDY

J'ust when we've all gotten
used to the term, cloud
computing may not be known
by this moniker muchlonger.
Already, it's more accurate to talk
about cloud computing in terms of the
IT resources and processes it allows
organizations to access and deploy
quickly, easily and cost-effectively —
applications, development platforms
and hardware — thanitis to discuss
where those IT resources reside. After
all, organizations have utilized these IT
resources for decades, but now they
acquire themin a different, better way.

What CloudIs (and Is Not)

Cloud computing, as most enterprises
understandit, is a service,not a
product;it's a capability, not a solution,
and it encompasses the disciplined
process of managing IT resources.
Itisimportant to understand this
distinction when, for example, an
organizationimplements a strategy
for hosting its own cloud on a managed
service provider'sinfrastructure

What CloudIs (andIs Not)
CloudinFocus

How Cloud Helps

Where Virtualization Fits In

Interacting with Other IT Trends

(known as a cloudin a cloud).

Cloud computing is an operating
expense, not a capital expense. When
enterprises pay for this service on
anongoing basis, it's delivered over
anetworkinone of several flavors:

- Software as a service (SaaS) |
leasing applications that exist on

someone’s servers (an organization's

own or those of a third party)

- Platform as a service (PaaS) |
leasing the software development
environment (but not
the applications)

-Infrastructure as a service (1aaS) |
leasing hardware capabilities,
such as storage, processing or
virtual servers

Enterprises often opt for Saas,

developers favor PaaS and small
organizations or startups turn tolaasS.
Butincreasingly, IT departments of

all stripes are identifying a distinctive
mix of cloud services to meet their
specific computing, business and
operational needs. How sophisticated
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the cloud mix is depends largely on
where thelIT departmentisinthe
process of modernizing its data center.
A cloud can be public, whereby many
different organizations share computing
resources. A cloud can also be private,
in which cloud resources are dedicated
toasingle organization and run either
inits data center or that of a service
provider. A final optionis a hybrid cloud,
whichis a combination of shared and
dedicated cloud resources. Increasingly,
organizations are exploring hybrid cloud
options to enjoy the best of both worlds.

CloudinFocus

Cloud computing may mean
different things to different people,
but atrue cloudinfrastructure
has four key characteristics:

1. Cloud services are available on
demand, through self-service by
users themselvesif required.

N

.Cloud services are "burstable,”
meaning if the organization needs
moreresources thanitis already
using, it can get them with minimal
difficulty and pay for the extra
service later.

w

. Cloud services are elastic, so they
can shrink as well as expand to fit
the enterprise's needs.

4. Cloud services are managed,
metered and controlled by mature
IT processes (such as those
outlinedin theIT Infrastructure
Library or ITIL); the organization
pays only for whatit uses.

Cloud computing is also characterized
by otherimportant attributes. Itis
available anywhere a user finds an
Internet connection. Itis based on
virtualized IT resources. Organizations
subscribe to cloud services. But if
aservice doesn't have the four key
characteristics, it's something less than
acloud, and the enterpriseisn't enjoying

I
—IINI

the full benefits of cloud computing.
Anorganization that can scale
processing and storage but needs
intervention from the IT team to do so
isn't enjoying true cloud computing.
And an enterprise with a virtualized
data center and a portal for requesting
resourcesisn't exploiting cloud
computing if itisn't tracking usage
and charging departments for what
they use. The "service" aspect of cloud
computing cannot be emphasized
enough. The IT team supplies, manages,
controls, monitors and charges by
service. This service canrunanywhere.

s
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How Cloud Helps

Inanideal deployment, cloud
services are transparent to end users.
Workers don't necessarily realize
that the productivity applications,
storage systems or computing
resources they're using runin a data
center and not on their desktops
—and they don't need to know.

IT departments, however, understand
theimpact of cloud services. Why are
they attracted to cloud computing?
There are several reasons.

It allows for quick action. Because
cloud-based services run on centralized
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servers (either in the organization's
or the cloud vendor's data center),
IT departments don't have to install
software locally. If the organization
needs anew computing capability, the IT
team can procure it from the cloud and
haveit operational within days, hours or
minutes, rather than weeks or months.
Management overhead is reduced.
If theIT group rentsits cloud capability
from a third-party vendor, that vendor
handles software upgrades, servers
and storage, and more. If the enterprise
builds its own cloud, services originate
from that centrallocation, meaning the
IT department can fix problems with
applications or other services from
the data center, not by visiting every
office and cubiclein the organization.
These gainsrequire a great deal
of discipline on the part of the IT
department. Typically, such gains only
come toIT shops that evolve to become
service-centric and utilize established
frameworks to manage these services
wherever they run. ITIL or IT Services
Management (ITSM) processes are the
foundation for all cloud computing.
Users can serve themselves. In
some cases, a self-service model can
beimplemented for cloud services,
similar to the way workers have become
used to downloading and installing
apps on their mobile devices. In this
case, users don't need toinitiate a help
desk ticket toinstall a productivity
or enterprise application. They point
their browsers to anIT-maintained
services portaland shop for the
approved software they are seeking.
Computing capabilities can be
ramped up (and down) as needed. In
atrue cloud, service capacity canbe
added or subtracted from a central
console. If an organization requires
more computing capacity to handle
periods of greater demand, theIT
team candial up that extra service
foraslongasit's needed, then dial it

WHEN TO JUMP INTO THE CLOUD? TODAY

Markets change quickly, spawning
new technology solutions almost
overnight. The difference between an
organization on the cutting edge and
one that's behind the curve can be
measured in months, not years. So all
organizations must be able to adapt
quickly. The cloud helps them do it.

Most IT departments don't have
time for methodical technology
rollouts. They must approachIT as
astrategicresource and deliver
value to the enterprise quickly or
risk obsolescence. The cloud helps
to accomplish thisin two ways.

First, it presents alow-cost, self-
service option for commodity
solutions, such as email,

storage and productivity apps.
Offloading the operation of such
everyday applications allows

An organization that hasn’t begun to consider cloud computing

is at a competitive disadvantage — and it’s in the minority.
According to arecent study performed by the market research
firm IDC, nearly two-thirds of enterprises surveyed worldwide are
already planning, implementing or using cloud computing.

the IT team to focus on solutions
that deliver greater value.

Second, when IT staff does identify
new services for rapid deployment,
the ready availability of cloud
resources, frominfrastructure to
development platforms, allows

it to get those servicesinto

the hands of users faster than
traditional computing models.

Organizations don't have to start
big in cloud computing to realize its
benefits, but they should get started.
A solid strategy for implementation
is toidentify the easy, quick
successes, such as cloud-based
email or office productivity suites,
then build up cloud expertise and
perform the analysis necessary

to determine which applications
are bound for the cloud.

back down.If an enterprise goesona
hiring spree, it can "“turn on” extra email
inboxes, productivity applications, data
storage and more for new workers.

IT costs can be better managed.
Cloud computing can be less expensive
than traditional computing, particularly
when the enterprise leasesits resources
from a shared pool, either ina public
or community cloud. Moreover, cloud
services arerecurring, predictable
operating expenses and don't require
large upfront capitalinvestments
that must be amortized over time.

Plus, IT departments pay as they go,
meaning they don’'t have to go through
extensive capacity planning and

deal with the problem of buying too

much or too littleinfrastructure.
The T group can say “yes” more

easily to enterprise requests.

For example:

- QUESTION: "Can we enable mobility
throughout our company?”
ANSWER:"Yes, we'll deploy cloud
services so people can securely
accessresources anywhere."”

- QUESTION:"Can we cost-
effectively collect and analyze Big
Data?”

ANSWER:"Yes, we'llrent storage,
processing and analytics capabilities
inthe cloud.”
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- QUESTION: "Can we be sure that
if there's anatural disaster our
IT operations will run without
interruption?”
ANSWER:"Yes, we will use
cloud services toimplement full
redundancy and disaster recovery."”

Where Virtualization Fits In
Itis difficult for organizations
torealize all the benefits of cloud
computing if they haven't completed
thelong journey of enabling their IT
infrastructures. True cloud computing
isthelast stepinaprocess that
starts with consolidating resources
andincludes virtualizing systems.
Before an organization can completely
migrate to a cloudinfrastructure, it
should look atits current systems and
identify which are redundant, such as
multiple email systems, storage arrays
or enterprise software platforms.
Consolidating IT systems can
remove unnecessary complexity,
waste and cost from an enterprise
infrastructure. When an organization
is able to boildownits messaging
systems, for example, to a single
platform running on asingle server
(or asingle server farm, depending
on the size of the deployment), it can
more easily decouple that software
platform from the underlying
hardware and virtualize it.
Virtualizationis not required to
take advantage of cloud computing,
particularly public cloud computing.
However, in situations where
organizations want to build their own
private clouds, or want to create
hybrids that blend both private and
public cloud resources, virtualization
isanimportant step. A virtualized
infrastructureis not necessarily a
cloudinfrastructure, but an enterprise
intent on building its own cloud
resources needs to virtualize relevant
partsof its IT infrastructure.
Virtualization enables many of the

same IT dynamics that characterize
cloud computing, including elastic
pools of resources and centralized,
on-demand provisioning. It does
this by decoupling software from
hardware. A serverisnolonger
defined by the operating system
and enterprise softwareit runs.
Itis avirtual machine thatIT
managers can move from hardware
resource to hardware resource,
depending on whenit's needed.

In practice, theIT group can
eliminate extraneous physical servers
by virtualizing their software stacks
and storing them together on just
one server. And because they're not
tied to any physical server, virtual
machines canbe moved onto a
shared computing infrastructurein
the cloud as needed; for example,
torender a complex 3D animation
or to analyze alarge data set.

These days, IT departments can
virtualize more and more of their
infrastructure, including servers,
storage, networks and desktop
computers. In general, the more
virtualized aninfrastructure,
the better the utilization and the
easier for an organization to move
to a cloud computing model.

The next steps on the journey
toward cloud computing (after
consolidation and virtualization)
are automation and orchestration.
Taken together, these are the
technology enablers that allow users
torequest cloudresources on their
own. The cloud then automatically
pulls together the necessary
virtualized resources (applications,
middleware, processing and storage)
sousers canaccomplish their tasks.
And when properly implemented,
automation and orchestration allow
this provisioning to happen without
intervention from the IT department.

Interacting with Other IT Trends

With a properly enabled cloud
infrastructure, organizations
are positioned to reap more
benefits through IT initiatives
that the cloud helps support.In
many ways, cloud computing
enables a variety of important
technologies, including disaster
recovery, mobility and Big Data.

It can be easier to maintain continuity
of operations when virtualized
systems arelocatedinacloud.In
the event of a system failure, virtual
machines canbe moved to available
systems and kept running. What's
more, when organizations move
other critical IT functions, such as
enterprise storage, to a cloud, they
are still able to access those resources
should disaster strike their offices.

The arrival of smartphones and
tablets to theIT landscape has
increased the importance of mobile
computing, allowing workers to bring
along IT resources to just about
any place they go. By centralizing
applications, infrastructure and
other IT components, a cloud allows
workers to access necessary
resources fromanywhere they
can get anetwork connection.

Organizations don't have to be big
to take advantage of Big Data, whichiis
essentially an IT initiative to make sense
of all the information that organizations
collect. Some collect far more data
than others — from transactional
databases, IP-based sensors, social
media, video and other sources.

Still, storing all the data and
eventually processing it to identify
trends, patterns or other business
intelligence may require more IT
resources than an enterprise has.
Cloud computing offers a means of
engaging in Big Data without making
infrastructureinvestments. ®
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Delivering
applications
directly to users

oftware as aserviceis arguably

where cloud computing started.
Services such as Google's Gmail,
Hotmail and Yahoo Mail revolutionized
the paradigm in which all email clients
ranon personal computers. These
days, more and more computer users
obtain software services from the
cloud — whether they know it or not.
And thisis giving IT departments
the confidence to transfer more
business functions to the cloud.

SaaS Explained

SaaS describes applications that
are delivered on demand over a
network, including over the Internet.
These caninclude email services,
office productivity programs,
enterprise applications (enterprise
resource planning, customer
resource management and human
resources) and security services.
They are not loaded onto a PC'slocal
hard drive or an enterprise server,
but ratherruninawebbrowser.

TheIT department doesn't buy

copies of SaaS. SaaSisrented from

a third-party provider, or froma
centralized services catalog (if the
organization offersits own SaasS to
internal business units). In doing so, the
IT department frees itself from many
of the management tasks that come
with deploying enterprise software.

In a traditional SaaS model, a
third-party provider supplies the
hardware to run the software. But
an enterprise can offer its own SaaS
to workersusingits own systems.

At the heart of what makes SaaS
compelling for organizationsis
multitenancy, which allows many
groups, whether within one enterprise
or across many organizations, to
access the same software services
from the same shared computing
infrastructure. Multitenancy drives
down costs for all organizations
that rent SaasS applications, as the
provider does not require the same
amount of hardware resources to host
the software as the organizations
would require collectively.
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What's more, because the hosting
infrastructureis centralized, the
provider canfocusits efforts on
maintaining the software platform
itself, thereby responding quickly
toissues as they arise. This extends
toIT security, whichis easier to
ensurein a contained environment.
And because SaaS s a specialty,
SaaS customers can expect a higher
level of performance, reliability and
features thanif they tried to host
similar applications themselves.

How SaaS Benefits

The benefits that customers
of Saas solutions can expect
include the following:

Low costs | For starters, renting
software applications in the cloud
means an organization doesn't
have to purchase, operate and
maintain the applicationin-house.

It doesn't have to buy alicense for
each PCthatruns the software, nor
aserverinfrastructure for running
enterprise software. A third-party
provider,in particular, operates

on economies of scale. Ultimately,
the total cost of “owning" a cloud-
based Saa$S solutionis usually less
than the total cost of ownership
(TCO) of anin-house platform.

Predictable costs | When
launching Saa$, a software solution
goes from being a capitalinvestment
toarecurring, pay-as-you-go
operating expense. Enterprises enjoy
much more visibility into the ongoing
costs of that software. They don't
need to budget for added capacity or
application support, nor do they need
to plan for unforeseen maintenance
and software upgrades. Everything
ishandled by the Saas provider
andreflectedinrecurring fees.

IT efficiency | With applications
hostedin the cloud, IT personnel
are free to pursueinitiatives that

better serve the enterprise's core
business functions. SaaS means the
IT group doesn't have to develop
application test beds in-house (though
testing Saas offerings through
routine trial periods is recommended),
apply patches and upgrades or
troubleshoot softwareinstallations.
The organizationreceives the
most secure, up-to-date, bug-free
software without IT intervention.
Redundancy without being
redundant | When an enterprise
runs critical applications in-
house, it may need to build out
redundant systems to ensure that
the applications remain available.
A SaaS provider isresponsible for
keeping the system operational to
alevelnegotiatedin a service-level
agreement (SLA). The SaaS provider
can move the organization's application
resources to different parts of its
infrastructure to maintain uptime.
Enterprise agility | Anorganization
can make a Saas offering available to
users through abrowserinafraction
of the time it would take to license
andinstall software, buy and set up
servers, and test androll out the
program. And when the software s
updated with new features, workers
canuse themimmediately. Moreover,
because Saas applications can access
alargeresource pool,an enterprise can
easily keep up with usage demands.
Increased mobility | Because
SaaS solutions, by their nature, are
detached from computing devices and
accessible over anetwork, workers
canuse them from wherever they are,
provided they have a good network
connection. Depending on therichness
and complexity of the SaaS application,
this means even smartphone and
tablet users may be able to access
the same enterprise programs that
office-based desktop workers use.
Using a third-party SaaS provider
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comes withits own benefits as
well. For one thing, a cloud provider
canfocus allits best resources

and smartest people on providing
quality services to customers. As a
result, SaasS solutions are generally
of high quality and very reliable.

In addition, cloud providers stake
their businesslivelihood on security.
While organizations obviously should
investigate the measures a provider
takes to protectitsinfrastructure
and data, cloud providers are often
better at protecting their applications
and customers' data than customers
themselves could ever be.

Andif an enterprise realizes that
its service provider isn't working out,
or that migrating a certain systemto
the cloud was a mistake, it can usually
discontinue the service with few, if any,
ramifications. The same can't be said
for building anin-house infrastructure
to support an enterprise application.

Best Apps for SaaS

Customer relationship management
(CRM) applications are among the
most popular Saas offerings, but
other application types are growing
faster in the cloud, including office
suites and digital content creation
programs. Enterprises that are
exploring SaaS as a first stepin cloud
computing can find several types
of applications that offer significant
benefits over traditional IT solutions.

Email | Evenlarge government
agencies, for whichinformation
security is paramount, have begun
migrating to email Saas, often through
Google or Microsoft cloud services.
Email is one of the most commoditized
applications, which means an
organization can usually lease the
number of accounts it needs for just a
few dollars a month, per user account.

Productivity | Increasingly,
organizations are foregoing the

sometimes-cumbersome upgrade
path of modern productivity suites
in favor of SaasS versions. Google
Apps comes in flavors for business,
education, government and nonprofits.
And similar to SaaS-based email,
Google Apps canbe hadfor as
little as S5 per month per user.
Enterprises can also opt for
Microsoft Office 365, the SaaS
equivalent of the ubiquitous office
suite. In either case, users get access
to word processing, spreadsheet,
presentation, email and other core
programs. Tiered plans are available
for organizations with additional
requirements or many employees.
Unified communications/
conferencing | Organizations may
already be familiar with collaboration
platforms such as Citrix GoToMeeting,
Microsoft Skype, Cisco Systems
WebEx or even Google Hangouts.
Each fits an enterprise SaasS portfolio
for allowing online conferencing.
Increasingly, higher-end SaaS
conferencing offerings, such as Blue
Jeans Network, Cisco Jabber, Microsoft
Lync Online and Polycom RealPresence
Cloud are enabling the type of video
conferencing once associated
withroom-to-room systems.
Security | Many enterprises
already know the benefit of SaaS-
based security solutions, such as
online services that keep spam and
viruses out of their email inboxes.
Gradually, vendors haverolled out
more sophisticated SaaS security
offerings, such as endpoint security,
encryption, web traffic protection
and vulnerability management.
Other popular Saas applications
include enterprise apps such as
payrolland finance, humanresources
and business analytics. Moreover, IT
departments have begun to make good
use of Saas for trouble ticketing and

other IT service management functions.

WHEN NOTTO

USE SaaS

Despite the benefits of leasing
software applications from the
cloud, in the following situations,
organizations may be better off
delivering software solutions
the old-fashioned way:

- The software solution
already meets the
enterprise requirements
for security, mobility and
continuity of operations.

- The software in question
requires very high performance
or handles real-time data.

-Laws or other regulations
don't allow the data that the
software uses to be housed
or otherwise travel beyond an
organization's IT infrastructure.

As other IT initiatives progress,
expect toseearisein SaaS solutions,
such as consolidated access control
for ensuring security of mobile
programs or cloud-based analytics
andreporting for handling Big Data.

Adoption Considerations
SaaS may seem like ano-brainer,
butisit? Not exactly. Although the
benefits of SaaS can seem so great
that an enterprise may want torush
to adoptit, several factors must go
into a decision to employ Saas.
On-premises or with a vendor |
Although SaaS is most closely associated
with service providers, organizations can
virtualize and offer SaaS solutions from
their own cloud infrastructure. This might
be necessary for proprietary applications,
or off-the-shelf programs that have
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been carefully customized over time.

What's more, many enterprises decide
that, for security purposes, they would
rather not utilize SaaS solutions from a
third-party provider. These organizations
may be interested in building their
own private cloud from which to offer
SaaS solutions to their workers.

Using a vendor and maintaining a
private cloud need not be mutually
exclusive, however. Enterprises can
negotiate with service providers
to host their applicationsona
private cloudinfrastructure thatis
not shared with other tenants.

Security and compliance |
Obviously, when considering hosting
an applicationina cloud, particularly a
service provider's cloud, the organization
must understand how security is
handled. How does the Saas application
authenticate users? How does the
provider protect data onits servers? How
doesit encrypt data over anetwork?
Canthe provider's site be audited?

Answering these and other
questions is especially important for
organizations that must comply with

laws or regulatory requirements.
Government agencies, healthcare
companies and financial services firms,
for example, should not move to a SaaS
model without understanding how the
service complies withregulations.

Cost | The notion of predictable
monthly fees for Saas solutions may
be attractive, butit canbe hard to
compare apples to apples. Enterprises
should understand everything
that goesinto a Saas contract.

Does the fee quotedinclude all the
Saas capabilities the organization
requires? If the SaasS solutionis
transactional, is there an additional
chargeif transactions exceed a
certainamount? How much storage
isincludedin the monthly fee?

Depending on the application and
anorganization's usage model, a SaaS
solution could actually cost more than
a traditional enterprise application. It's
important to analyze usage and perform
a complete cost-benefit analysis
before adopting a Saas solution.

Infrastructure preparation |
An organization willneed to meet

network bandwidth requirements
torunaSaaS solution that willbe
accessed by workers online. It also
must support the encryption of data
that may traverse the Internet. SaaS
solutions eliminate the need for some
on-premises equipment, but they also
require other infrastructure planning.

Service performance | Any
enterprise planning a move to cloud
services must negotiate an SLA that
spells out things such as expected
application uptime, frequency
of updates, liability and security
measures. The organization must
understand how the SLA applies
to the applicationin question.

Not every programrequires
99.999 percent availability, but
some may require the ability to
rapidly move datatoanew platform
if necessary. Organizations must
analyze their application needs
when negotiating SaaS SLAs. Itis
alsoimportant to ensure that there
are penalties for failure to meet
availability requirements, as well as
an upfront termination agreement. ®

10
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Creating applications
in-house yields
numerous benefits.

ROV
-0

naplatform as a service model,
I a cloud provider supplies a
computing platform that includes
networks, servers, storage and
other services, while the consumer
develops software using tools and
libraries from the provider. Such an
environment can help an organization
develop applications while avoiding
the cost and complexity of buying and
managing the development platform.

PaaSis becoming particularly
popular with software developers.
Asa wider market of users has
accepted Saas, enterprises have
sought greater customization and
integration among their cloud-
based and in-house applications.

Tomany, it makes sense to enable
that customization and integration
with cloud tools. Microsoft's recent,
aggressive move into PaaSis notable
because so many developers already
use Microsoft tools for creating
applications that run on or utilize the
provider's enterprise software.

With PaaS, developers access an

R SUCCE

Why PaaSIsPopular
PaaSinaPublic Cloud?
Who Fits the PaaS Profile?

S TH

S

entire development platform over

the network. To date, the biggest

adopters of PaaS have been nimble

startups and small software developers

that want to rapidly develop, test

and deploy innovative mobile and

web programs. And they're using

PaaSinavariety of ways, not just

for coding. PaaS is available for

application lifecycle management,

business process management,

database services and more.
Gradually, PaaS is making greater

inroads into enterpriseT, as

organizations realize how quickly they

can get new applicationsinto the hands

of usersif they rent the necessary

development platformin the cloud.

That being said, larger enterprises

are also wary of Paas, especially as

it existsin public clouds, because

they are cautious about placing what

amounts tointellectual property on

aservice provider'sinfrastructure.
Research firmIDC sees a coming

wave of industry-specific PaaS

offerings. After all, financial industry

i
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applications are different from
healthcare applications, which differ
from municipal government programs.
Cloud-based development platforms
that are tailored to vertical markets
hold the promise of generating
better industry-specific software
that can be deployed more quickly.
For example, the New York
Stock Exchange runs anindustry-
specific PaasS for financial services
firms. Analysts expect that as more
enterprises embraceindustry Paas,

more willadopt cloud servicesin general.

But IT departments must get ahandle
on Paas. Like other cloud services,
PaaS canbe acquired via self-service,
whichinthe short term could present
achallenge toIT departments.

Why PaaSIsPopular

Organizations can use PaaS to
develop applications, web pages or
entire websites. Andin most cases,
they can access all the programming
technologies they'd normally access
in-house: Java, Perl, PHP, Python,
Ruby, and Microsoft ASP and .NET.

Here are some of the broader
benefits of PaasS:

Increased agility | Inmany
industries, organizations gain their
edge by rolling out new products
or IT capabilities more quickly than
competitors. Thisis why many tech
companies have pioneered the use of
Paas for developing new applications.
Accessing a development platformon
demand in a cloud shortens the time
from concept to application delivery.

Decreased costs | PaaS can
potentially help organizations reduce
costs. Obviously, the multitenancy
model of cloud computing allows
multiple entities to share the same T
resources, which reduces the costs
the provider's customers each pay.

Inmany cases, this represents
amoney-saving alternative to

traditional technology investments
requiring an organization to bear
the full cost for allits IT services.
The costs are predictable, even
with the ups and downs of demand
cycles, because the fees are
prenegotiated monthly expenses.
Further savings can come from
lower costs for the fuel to power and
coolthe equipmentin the development
environment, as well as from fewer
high-priced specialists needed to keep
everything running at optimum levels.
Automated backups,improved
business continuity and disaster
recovery are other advantages.
Rather thaninvesting in dedicated
equipment that mirrors the production
environment for backups, organizations
can contract with PaaS providers to
handle backups automatically. Cloud-
based systems, such as Paas, also offer
the advantage of sending critical data
toadistantlocation that likely won't be
threatenedif alocal or regional disaster
hits on-premises environments.
Better collaboration | With
development platforms hostedin
the cloud, an organization can bring
together its best developers (as well as
third-party developers, as necessary)
to collaborate on applications,
regardless of their physical location.
Developers can securely share code
online and work asynchronously.
Developersin one corner of the
world can work onaprogram, then
hand it off to developers across
the globe, effectively enabling a
24-hour development cycle. Many
PaasS frameworks also incorporate
collaboration tools similar to social
media for brainstorming and
discussing technical solutions online.
Targeted app development |
Because Paas allows organizations
todeploy development platforms on
demand, they can become granularin
their application development. If the IT

departmentidentifies a specialized need
or receives a specificuser request, it has
more latitude to entertain the request
becauseit knowsit canlease just the
programming tools it needs, for only

as long as programmers need them.

The latest programming tools |
Because PaaS is maintainedin the
cloud, developers can be sure that
they have the latest tools at their
disposal. It's the provider's job to
maintain its Paas offerings with the
latest versions and capabilities. And
developers don't have to worry that
they're missing key languages and
frameworks by working in the cloud.

A complete toolset | PaaS
solutions are more than just
development platforms. After
all, few applications these days
are stand-alone programs. They
interface with databases, enterprise
systems and other applications.

Many Paas offerings include
standard and proprietary application
programming interfaces (APIs) for
integrating new applications with
existing systems, including those that
alsorunin clouds. In fact, existing in
the cloud as Paas tools do, they will be
important to what many consider the
next great frontier in cloud computing:
stitching together disparate clouds
and cloud resources to form even
more powerful cloud platforms.

Faster quality assurance and shorter
time to deployment | PaaS also allows
theIT team to stand up and tear down
application test beds quickly and easily.
The team doesn't need to build in-house
test beds and then manage those
resources among internal stakeholders,
each of which oftenbelievesits
applicationrollout to be a higher priority.
Many Paas solutions also support small,
secure development areas online where
programmers can test and collaborate
on pieces of code beforeintegrating
them with the larger application.
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PaaSin aPublic Cloud?

Currently, nimble enterprises

are making quick and efficient
use of publicly available PaaS
tools. Butis there a downside

to developing an organization's
application codein a public cloud?

Like other information storedin the

cloud — email messages, databases,
customer dataand more — the
application code developedinaPaaS
environment must be protected

to thelevel that the organization
demands. Enterprises must analyze
PaaS providers' controls for protecting
customers' application data.

Organizations trusting their

development platforms to PaaS
providers also need to worry about
vendor lock-in. For many, application
codeis valuableintellectual property
that must not only be securein the
cloud, but also accessible at any
time andin a standard format should
the organization move to another
provider'sinfrastructure or takeits
development efforts back in-house.

Here are some key questions

to ask when exploring options for
acquiring Paas from a public cloud:

- Who maintains the PaaS
infrastructure, the PaaS provider or
another cloud services provider?

-How does the PaasS provider
secure dataintransit and at rest?

-How does the provider control
access toits PaasS cloud?

- What level of availability can the
organization expect? How does
the PaaS provider achieveit?

- What is the total cost for using the
Paas solution, factoringin all of the
enterprise's development needs?

- What programming languages,
interfaces, tools and database
support are available? How do
those offerings match up with the
organization's developer needs?

- Will this provider still be in business

next year when the enterprise
needs toroll out additional
new applications?

-Is there a trial period during which
the developer can evaluate the
Paas solution for functionality,
reliability and ease of use?

PaaS solutions are stillanascent area
of cloud computing, so organizations
should explore many issues to ensure
that they don't wind up at a dead end.
For example, based on the tools and
infrastructure of a particular PaaS
provider, how will the applications
developedinits cloudintegrate with
existing enterprise applications or
applications obtained through SaaS
providers? No organization wants
torushinto PaaS and end up with
incompatible, siloed applications.

Who Fits the PaaS Profile?

Depending on the maturity and
efficiency of the enterprise’s existing
development platform, it may not save
any money by moving to a PaaS solution
—and that's not necessarily a bad thing.

Developers know andlove the tools
they use to create applications. Driving
themtoanew platform may actually
boost costsinthe short term. That
being said, developers also like to use
thelatest and greatest tools, which
couldlead to arash of oversubscribing
to PaaS services. Organizations need
to craft and clearly communicate
the policy toward employing PaaS
solutions to ensure they don't
overspend on disparate tools.

Clearly, small businesses, startups
and others that have not previously
developed their own applications
(because they didn't want to invest
inthem) may be drawn to the no-
overhead model of developing software
inthe cloud. For them, a PaaS solution
represents anincremental cost.

But such enterprises have already
determined what others should keep in

WHEN NOTTO

USE PaaS

Analysts contend that there
islittle that developers can't
accomplish via the cloud. But
organizations might want to think
twice about Paas solutions under
the following circumstances:

- There's aplantointroduce
proprietary programming
languages, which could actually
hinder a process that PaaS
was designed to streamline.

-Something about the way they
develop applications makes them
wary of PaaS vendor lock-in.

- There'saplantoport
application code among
many different platforms.

+ Access to certain hardware
or software functions of the
underlying infrastructure
isrequiredin order to
optimize applications.

mind when evaluating PaaS: The ability
to quickly deploy new applications
that make the organization more
efficient, competitive orinnovative

is what makes PaaS worthwhile.

Based on careful analysis of their
existing and projected platforms, some
may determine that they can save
money by moving to a Paas solution.
Maybe they realize monetary benefits
through higher productivity or better
IT staff utilization. But if potential
PaaS adopters determine that getting
software toolsinto the hands of users
quickly and easily is the best result that
they can achieve with PaaS, then that
may be enough to establishits worth. &




CLOUD PRODUCTIVITY

BY 2014,

OF
WORKLOADS
WILL BE
CLOUD BASED.

Source: IBM
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ON-PREMISES SOFTWARE
COULD BE WEIGHING YOU DOWN.

SaaS solutions have created quite the buzzinrecent years among IT decision-
makers. Andit's no wonder. The concept is a compelling one: organizations subscribe
to software thatis maintained and delivered by an external host, benefiting from a
standardrate of cost that can scale up and down according to use. In contrast to on-
premises software, whichis loaded onto individual computers or client devices, SaaS
softwareis offloaded to the data center of a third-party service provider; and instead
of accessing applications from the data center, users simply access them via the
Internet. Theresult is fast deployment, high scalability, and on-demand accessibility.

When it comes to the benefits of this cloud-based model, the sky’s the limit:

REDUCED IT COSTS

Because SaaS applications are delivered
and maintained by an external provider,
they eliminate many hardware,
software and maintenance expenses
associated with traditional software.

PAY-AS-YOU-GO STRUCTURE

Flexible SaaS subscription terms and fees
make it simple and easy to add new users
to your system as your organization's
needs grow. (And you won't need

to worry about adding hardware,
software or bandwidth when they do.)

RAPID DEPLOYMENT

SaaS canbedeployedinafraction
of the time it takes for on-prem
software. Simply load your data

into the software running on the
vendor's site, and you're good to go.

SIMPLIFIED UPGRADES

Your SaaS provider handles all updates,
upgrades and backup tasks for you.
There's no wait time for updates

or patches either; your software
isupgradedinstantly without any
demand on your resources.

EASY INTEGRATION

Unlike most organizations, SaaS
providers can scale indefinitely to
answer demand. Many even provide
customization to better meet specific
needs, including integration with
your existing internal applications.
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Microsoft Office 365 for large and small organizations is a subscription service that
combines the familiar Microsoft Office Apps with a set of web-enabled tools that are
easy tolearnand use, that work with your existing hardware, and that come backed
by therobust security, reliability and control you need to run your organization.

CDW.com/ibm

Focus on your organization — not IT deployment — IBM SmartCloud Solutions are
SaaS applications and business process-as-a-service (BPaaS) capabilities that help
you accelerate innovation and focus on business goals rather than IT deployment.

CDW.com/adobe

Equip your team with the entire collection of Adobe creative tools, along with
new apps and services for building websites and publishing mobile apps. With
100GB of cloud storage per user, it's easy to access your work anywhere. After
your teamis ready to show off their work, Adobe Connect for Web Meeting allows
them to go beyond screen sharing, enabling far more effective collaboration and
communication with colleagues, partners and customers — anytime, anywhere,
onvirtually any device.

box

With Box, say goodbye to the frustrations of sharing documents through email
and FTP and hello to simple, fast, cloud-based collaboration and content sharing.
Maintenance, sharedlogins, downtime and bandwidth limitations become a thing
of the past — simply get your work done anywhere, on any device.

CDW.COM/CLOUDGUIDE | 800.800.4239

OF
RESPONDENTS ARE
SOMEWHAT OR
VERY SATISFIED
WITH THE
RELIABILITY OF
THEIR ON-PREMISES
APPLICATIONS,
COMPARED WITH

SATISFACTION
WITH SERVICE
RELIABILITY AMONG
SaaS USERS.

Source: InformationWeek 2012 Enterprise
Applications Survey, August 2012

PARTNER WITH
THE PROS

When organizations implement advanced
technology solutions, they want torely
onapartner that delivers comprehensive
product knowledge, proven technical
expertise and total service capabilities.
That's why organizations of all sizes rely
on CDW. Through assessment and design
to deployment and ongoing support, we'll
review your needs andinfrastructure to
determine the best software approach for
your organization, be it Saas, traditional
software or a combination of both.

Get started at CDW.com/SaaS


http://www.cdw.com/saas

OjE

43% OF LT.
DECISION-
MAKERS ARE
AWARE OF
PEOPLE IN THEIR
ORGANIZATIONS
WHO HAVE USED
CLOUD SERVICES
INDEPENDENTLY
OF THEIRL.T.
DEPARTMENT.

Source: McLaughlin & Associates, 2012
Cloud Computing Adoption Survey
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CLOUD SECURITY

CLOUD SECURITY CONCERNS

Withits promises toincrease organizational agility, scalability and responsiveness,
cloud computing is transforming the way organizations provide and consume

IT services. But for all the benefits cloud computing delivers, there arereal
considerations that must be made regarding security, reliability and accessibility. With
the continued growth of mobility and the Bring Your Own Device (BYOD) movement,
mobile security ranks at the top of the priority list for many IT professionals.

Mobile device management (MDM) software helps solve these issues by allowing
IT administrators to gain cross-platform control of AppleiOS-, Android- and
Windows-based devices. The strategy is to optimize the functionality and security
of amobile communication network while minimizing cost and downtime.

MDM solutions offer the ability to write security policies that are both platform-and
device-agnostic, leaving the details of implementation to the MDM systemitself.
Other benefitsinclude reduced support costs and business risks by controlling

and protecting the data and configuration settings with advanced capabilities.

Moreover, MDM products offer insight into the ways devices are used in organizations.
Administrators can monitor and control the applications installed on devices,

monitor the use and transfer of information between mobile devices and enforce
encryption policies for sensitive information.

CONTROLLING CLOUD SERVICES

The consumerization of technology is not limited to the mobile-computing devices in
end users' hands. It has also driven users to adopt cloud-based information services
that give them ubiquitous access to information, collaboration capabilities and social
media. Security becomes anissue when users access such services viamobile
devices, especially when the services employ unknown or unacceptable terms and
conditions and the users are accessing enterprise data.

MDM platforms provide anumber of ways for administrators to restrict the use of
unauthorized cloud services. CDW's dedicated cloud solution architects will guide you
through the entire evaluation and implementation process to determine the optimal
deployment options, including on-premises, cloud-based, or some combination of both.
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Even asindividuals and organizations realize the potential agility and cost savings
benefits of cloud computing, concerns about security and availability of clouds
persist. Gain confidence in your cloud with protection from Symantec. Whether

you want to consume services directly, build your own cloud for internal operations

or externalreach, or extendinto third-party clouds safely and efficiently,
Symantecdelivers the path to a protected cloud.

websense CDW.com/websense

Websense Cloud Web Security provides threat protection, simplified management

and reporting, web controls and more — allin a deployment requiring no hardware
or software to buy and install, and no maintenance to perform.

m TREN D CDW.com/trendmicro
A micro

Trend Micro Deep Security provides a comprehensive server security platform
designed to simplify security operations while accelerating the ROI of
virtualization and cloud projects. Tightly integrated modules easily expand the
platformto ensure server, application and data security across physical, virtual
and cloud servers, as well as virtual desktops.

vy MCAfeeY CDW.com/mcafee

An Intel Company

McAfee SaaS Endpoint Protection provides the essential protection to keep
small businesses safe from viruses, spyware, web threats and hacker attacks.
SaaS Endpoint Protection makes it easy to deploy and manage security at your
company by automating security updates, upgrades and management — all
through the online McAfee SecurityCenter.

CDW.COM/CLOUDGUIDE | 800.800.4239

OF I.T.
MANAGERS ARE
AFRAID THEY WILL
LOSE CONTROL OF
THE DATA STORED
IN THE CLOUD.

Source: GreenSQL, October 2012
Database Security Survey

CLOUD
SECURITY: HELP
IS ON THE WAY

Security is one of the biggest reasons
many organizations hold back from
moving to public-cloud services. In
response, several of the most prominent
security manufacturers havereleased
products to ease these concerns. One
category is cloud-based email security.
Products such as Symantec cloud and
Panda Cloud Email Protection offer

virus and spam protection, along with
content andimage control. Symantec
also offers a product that deliversinstant
messaging protectionin the cloud.

Wiai i Closad Computing?

Learn more about cloud
security at CDW.com/cloud
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S$S1.8 BILLION

PROJECTED SIZE
OF THE GLOBAL
PaaS MARKET
BY 2015.

Source: The Technology Café,
"Forget SaaS: Platformas a Service
PaaS) is Here Infographic.
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THE POWER OF Paa$S

Platform as a Service tools provide a path toward agility while reducing costs.

When it comes to being able to develop an advantage over competition or quickly
provide the enhanced services that workers and customers demand today, the IT
department stands out among other business units. But creating new applications
or making key additions to existing programs to meet these needs requires modern
and agile development platforms.

Many organizations may not have the budget toinvestin the latest programming
tools — not to mention comprehensive testing platforms that can validate new code
beforeitisintroducedinto production environments.

Thisis where the value of PaaS becomes clear. Platform as a Serviceis one of the
cornerstones of cloud computing, embodying the core characteristic of delivering
computing resources as needed. Other essential elementsinclude resource pooling
and rapid elasticity, in addition to expansion of development capabilities.

Along with being free from upfrontinfrastructure costs, PaaS can offer increased
accessibility to the latest tools for making developers more productive. This in turn
canshorten the timeit takes to give business users or customers enhanced services.

What capabilities come with a typical PaasS offering? Most significant, PaaS delivers
all of the essential building blocks necessary for the IT staff to create and runits own
custom software. This includes the development environment and programming
library for creating custom applications, as well as the entire computing stack to
testandrunthe proprietary programs.

The benefits of PaaS go beyond just relieving the burdens of managing servers,
operating systems, development frameworks and related technologies. PaaS
resources can be deployed or expanded quickly — within days or minutes in some
cases —because the IT department doesn't have to installahost of on-premises
software and hardware for programming operations.
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Salesforce Chatter is the engine of the social enterprise, helping companies get
more done through instant collaboration via enterprise social networking. One
single, secure environment connects you to everything you need for your social
enterprise, and eliminates islands of collaboration by enabling employees to work
together on sales deals, service cases, marketing campaigns, files, dashboards —
any business process — on one, trusted platform.

=. MiCFOSOft CDW.com/microsoft

Lync Online connects people everywhere, on devices running Windows 8 and
other operating systems, as part of their everyday productivity experience.
Lyncprovides a consistent, single client experience for presence, instant
messaging, voice, video and a great meeting experience. Lync enables instant
messaging (IM) and voice calling with the hundreds of millions of people around
the world who use Skype.

WHITE PAPER
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HEE POWER OF Paas |

THE POWER OF PaaS

Platform as a Serviceis one of the
cornerstones of cloud computing,

embodying the core characteristic
of delivering computing resources
as needed. Find out how to make it
work for your organizationin this

informative white paper from CDW. &

CDW.com/platasaserv T e
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BILLION

UPWARD TREND
WORLDWIDE REVENUES
FOR PaaS SOLUTIONS
COULD TOP $1.2 BILLION
WHEN THE FINAL RESULTS
ARE TALLIED FOR 2012,
WHICH REPRESENTS

A SIZABLE BOOST OF
S300 MILLION OVER 2011.
FORECASTS SUGGEST
STEADY GROWTH FOR THE
PaaS MARKET, TOTALING
$2.9 BILLION BY 2016.

SOURCE: Gartner

WHAT CDW
OFFERS
FOR PaaS

As the Platform as a Service market
continues to mature, CDW has established
itself as aleading source for these
solutions. We have partnered with the
largest, most reliable PaasS providers
intheindustry and have a team of
dedicated cloud specialists available to

help organizations decide what best fits
their needs, whether it's a PaaS or an on-
premises application development solution.

To learn more about the power
of PaaS visit CDW.com/PaaS
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[aaS IS THE
FASTEST
GROWING AREA
OF CLOUD
COMPUTING.

Source: Gartner
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laaS: PREPARING FOR MIGRATION

Moving an entire infrastructure (or even a portion of it) to the cloud can yield significant
benefits. Not only can organizations get the computing power, storage or other
services they need when, where and how they need them, but they pay only for the
capacity used. What's more, they getitin a secure, monitored, metered environment
that promises nearly 100 percent uptime.

Making the leap from a physicalinfrastructure to anlaaS environment may seem
overwhelming, but thereis alogical way to structure the move. The first stepis to
virtualize the current environment. Virtualization gives IT managers and
executives a clearer understanding of which applications and data are most
important, along with the interdependencies among them. Through this process, it
becomes clear which applications make sense to port to the laaS environment.

The next stepis to discover which applications and software versions are in use
throughout the environment, which users have permission to use them and the
interdependencies among those applications.

IT shops will also need network and storage metrics, specifically as they describe
throughput andlatency. This datais crucial to determining how the applications will
work inthe new laaS environment.

Application dependency mapping is next. This involves identifying dependencies
between applications, as well as between applications and the datainfrastructure.
Theideais to find out how to architect the migration plan so that those dependencies
aren't disrupted. It's a painstaking process, one that an outside consultant or a
special-purpose mapping tool can help with.

It's alsoimportant to ensure that the cloud-based infrastructure is compatible with the
organization's existing server hardware and operating systems. If the hardwareisn't
compatible, applications may have to be deployed or recompiled for the new platform.

Finally,it'simportant to prepare the IT staff for its changing role. With an laaS model
inplace, the IT role shifts from one of a hands-on, troubleshooting, in-the-weeds
role to one thatis more managerial. The IT manager now becomes aliaison to the laaS
provider, monitoring its work and making sure the organization gets the best value.
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Windows Azureis an open and flexible cloud platform that enables you to quickly
build, deploy and manage applications across a global network of Microsoft-
managed data centers. You can build applications using any language, tool or
framework. And you canintegrate your public cloud applications with your
existing IT environment.

box

Box Enterprise Unlimited

A secure collaboration and content-sharing platform. With Box, say goodbye to
the frustrations of sharing documents through emailand FTP and hello to simple,
fast, cloud-based collaboration and content sharing. Maintenance, shared logins,
downtime and bandwidth limitations become a thing of the past — simply get your
work done anywhere, onany device.

I CDW.com/hp

HP Cloud Collaboration as a Service enables organizations to manage data and
enable file/information sharing with extremely low latency. With its economics and
agility, HP Cloud Object Storage enables flexible and cost-effective capacity, tight
security and control, and anywhere, any-device collaboration at enterprise scale.

vmware cw.com/vmware

VMware vCloud Hybrid Service is a secure, dedicated hybrid cloud service operated

by VMware, built on the trusted foundation of VMware vSphere. The service
supports existing workloads and third-party applications as well as new application
development, giving IT a common platform for seamlessly extending its data center
to the cloud. vCloud Hybrid Serviceis available in two service types — Dedicated
Cloud and Virtual Private Cloud.

CDW.COM/CLOUDGUIDE | 800.800.4239

OF DATA IS
CURRENTLY
STORED IN THE
CLOUD. BY 2016, IT
IS ESTIMATED THIS
WILLRISETO :

Source: IDC Predictions 2012:
Competing for 2020

MAKING THE
JOURNEY

As with any transformational change to
the way organizations work and work
together, the journey to the cloud can

be overwhelming. To fully realize the
compelling benefits of cloud computing,
your business needs a good roadmap — and
that's where CDW can help. We can show
you how to divide, prioritize and connect
your efforts —and how to maximize

the benefits every step of the way.

CDW can help you get started.
Visit CDW.com/laaS
to learn more.
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CHAPTERFOUR

Why laaSIs Attractive
Varieties of Infrastructure Services

Appsthat ThriveinlaaS

IN

ELLIGEN

RESOURCE

ACQUISITION VIA [aaS

Improving the
bottom line by

removing large IT
capital expenses

ifferent organizations may

benefit from infrastructure as
aservicein different ways. Many,
such as startups, small businesses,
nonprofits, etc., typically don't have
the time or resources to build their
owninfrastructure of servers, desktop
PCs, storage arrays, network switches
androuters. These enterprises are
perfect candidates for laaS.

Prospective laaS adopters may also
beresource-rich organizations. They're
successful and well established, but
need more computing infrastructure
than they can add at any one time. These
organizations may beresearchers
mapping the human genome, federal
agencies mining geospatial data or
Silicon Valley startups analyzing
terabytes of information to create
new web services and applications.

It doesn't make practical sense,
forinstance, to build and own a high-
performance computing cluster if
itremainsidle more thanit's used.

By exploiting laaS, organizations
canrent the high-performance

computing power they need and
throttleit back when they're finished.

Why IaaSIs Attractive

laaS comprises computing, storage,
desktop and networking resources
delivered on demand. Of the types of
services that enterprises can procure
from the cloud, 1aaS has the potential
tohave the biggest measurable impact
becauseit cantakelargeIT system
purchases out of the budget. Don't
buy servers;lease server capability.
Don't deploy new storage systems;
rent storage spacein the cloud.
Forget standing up multiple networks;
provision them with a service provider.

Moreover, laaS can help realize goals
that IT departments have had for years
but have beenunable to attain because
of their traditionalinfrastructure
models. For example, true disaster
recovery hasremained elusive for
many because it was largely an exercise
inredundancy —redundant servers,
storage arrays and communications
links. Today, maintaining those
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resourcesin the cloud and implementing
tools that can quickly and automatically
move computing jobs among them as
needed ensures that the enterprise's
infrastructureis always available.
In general, organizations embracelaaS
for one or more of the following reasons:
Nowhere
is cloud computing's cost equation
more stark than when it comes
toinfrastructure. The difference
between the capital cost of purchasing
servers that an organization must
write down over a period of years
and the operational cost of renting
the same server capabilities froma
cloud provideris a core argument for
laaS. But every organization's needs
are different, and laaS doesn't always
make better financial sense over
in-house infrastructure solutions.
With more
enterprises holding on longer to
their PCs, servers, storage and
networking gear, the prospect of
renting infrastructure in the cloud
canbeawelcomeidea.laasS providers

are more like to employ the latest
technology to attract customers.
They can afford to do so because they
lease laaSresources to many different
organizations at the same time.

Ina
traditional infrastructure model, if
theIT team needs, for example, more
storage to support anew initiative, it
must procure the storage system, have
it delivered, set it up, configure and test
it,and then make it operational.In the
cloud, suchlaaSis provisioned online
and availablein a fraction of the time.

On-demand laaS
resources also make it possible for IT
teams to pull together entire computing
platforms rapidly. For example, if an
organization must add hundreds of
employees to meet a specific seasonal
demand, the IT department can procure
desktop resources, storage and the
server environments and networking to

support them from a centralized console.

L Best of all, with
laas, IT staff don't have to put their
hands onas many systemsin order

to troubleshoot and maintain them
all. Significant system upgrades can
be time-and resource-consuming
for theIT group. Butin the cloud,

an laasS provider handles upgrades,
support and maintenance.

The best time to derive maximum
benefits fromlaaSis whenan
organization has animmediate need. If
its servers, desktops or storage systems
are due for anupgrade, an organization
can explore avoiding hardware upgrades
by moving infrastructure capacity to
the cloud. For many small businesses,
nonprofits and other groups, IT is not
a core competency.laaS may be a
natural solution to their IT needs.

Varieties of Infrastructure
Services

The laaS market has attracted a
lot of development inrecent years,
as it has become apparent that more
enterprises areready to shift core
computing workloads to the cloud.
Before, cloud efforts may have

comprised an application here and a test
>
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bed there. But as organizations have
grown comfortable with clouds, several
businesses have rushed to provide laaS.

Amazon Web Services (AWS) was
the original and s still the largest
laaS option. But now Rackspace,
Google Compute Engine, HP Cloud
Services, Microsoft Windows Azure
and many others are available to help
organizations run systemsin the cloud.

In general, 1aas offerings fall
into a few main categories that
are offered by providers:

Computing as aservice | The most
popular form of [aaS, in part because
it draws from various other laaS
offerings, is computing as a service. If an
enterprise has alarge-scale computing
task it needs done and doesn't want to
buy, integrate and maintain the required
infrastructure, it canrentit, from
serversto storage. Oneincreasingly
high-profile computing serviceis
Hadoop, a high-performance, distributed
processing framework for handling Big
Data, especially unstructured Big Data.

Related to computing as a service
is servers as a service. When an
organization needs added capacity to
process workloads, handle overtaxed
enterprise applications or make
server-based software accessible to
distributed workers, it can virtualize
those machines and upload them to
cloud-based server resources.

In general, under traditional IT models,
enterprises dedicate servers to single
applications and, as aresult, end up
with more server capacity than they
need. Inthe cloud, they provision only
the server capacity they need and for
only thelength of time they need it.

Storage as aservice | What
started as a quintessential consumer
cloud service — online storage for
photos, videos, music and other
files —has become a core laaS
offering for enterprises. Offline, on-
premises storage capacity may be
inexpensive, but scaling it up to handle

rapid data growth takes planning,
capitalinvestment and IT staff.

Even then, planning for storage can
be aninexact science. Organizations
often end up with too little or too much
capacity for their needs. Cloud storageis
elastic, so it grows and shrinks to match
an enterprises's actual needs. Plus, it is
secure, encrypted and highly available.

Related to storage as aserviceis
backup as a service. The cloudis an
ideal place to back up enterprise data
so thatitis accessible anywhere,
whether to support mobility or disaster
recovery. Cloud-based backup services
offer many of the same features as
traditional backup solutions: automatic
failover, multiple restore points
and encryption,among others.

These services can also play an
importantrolein atiered datalifecycle
management program, wherein critical
dataremains close to users (on hard
drives and in data centers) while older
datamigrates to the cloud for long-term
storage. Eveninthe cloud, 1aaS providers
offer tiered storage solutions to match
anorganization's need for speedy input/
output or bulk data warehousing,

Desktop as aservice | Enterprises
have begun a trend toward virtualizing
desktop computer environments
— operating systems, applications,
storage and processing — and delivering
them over the network. This type of
virtual desktop infrastructure (VDI)
relievesIT departments of the burden
of visiting employees' workstations for
troubleshooting, patch management
and other maintenance chores.

The virtual desktops are stored
centrally, on servers, where they can
be upgraded and supported by fewer
people before sending them out to
users' PCs, thin clients, notebooks
and even tablets and smartphones.
Workers can't necessarily customize
them with their favorite wallpaper,
but thatis also part of the allure.

Standardized desktop environments
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are more secure and tightly controlled.
Moreover, they allow workers to
access the sameresources through
the sameinterface, whether they're
ontheroadorinthe office.

Throw cloud into the mix and you
have laasS providers that can deliver
virtualized desktop environments
tousersanywhere they arerequired
on apay-as-you-go basis. Butit's
important to keep in mind that moving
desktops from the location where the
servers are housed will add latency
tothe end-user experience. This
must be planned carefully. Ideally,
servers, storage and desktop would
allbe moved at the same time.

Networking as a service |
Researchers believe software-defined
networking willbecome animportant
enabler of next-generation cloud
computing deployment. When an
organization deploys networking as a
service,itis accessing an abstraction
layer of traditional network devices.
As organizations integrate cloud
servicesinto their infrastructures,
they willneed to manage the network
connections for those services.

Rather than buying and configuring
gateways, routers and firewalls, they
can access their functionality as a
service and manage settings viaa
software console. When an enterprise
needs more bandwidth or enhanced
quality of service to support a critical,
performance-sensitive cloud application
or service, it can provisionitinthe
cloud and pay only for what it uses.

Apps that ThriveinIaaS
What applications does laaS
ideally support? In general, good
candidates are those that require
anunpredictable, temporary or
vast amount of infrastructure
resources. Some examplesinclude:
High-performance computing (HPC) |
Researchers today make frequent
use of [aaS to process large data

setsacross clusters of cloud-based
systems. They load virtual machines
onto laaS resources and then receive
theresults at their workstations.
Business intelligence, analytics
and Big Data | Related to HPC, many
companies, universities, government
agencies and others use laaS to look
for patterns, connect data points or
otherwise analyze vast stores of data to
create actionable intelligence. Big Data
derives from transactions, digital media,
traffic patterns, sensor feedback or
other sources of information. 1aaS offers
the flexibility to temporarily hold Big

Data for analysis or to storeit long-term.

Test and development | 1aaS
isideal for temporary needs, such
as IT testing and development,
whether for applications, websites
or advanced integration projects.

Web applications | Inadditionto
everyday applications, organizations
should consider laaS for one-off
applications, such as seasonal online
retail sites, promotional applications or
government awareness campaigns.

SaaS and PaaS solutions | Clearly,
enterprises considering SaasS and
PaaS implementations might also
consider combining them with laaS.
Although many SaaS and PaaS vendors
offer basicinfrastructure resources
(for example, storage, processing
and security), certain deployments
may require morerobustlaaS. ®

WHEN NOTTO

USE laaS

laas provides the plumbing that
organizations need to run their

IT operations. As long as the
plumbing works, it's hard to argue
with getting it quickly and cheaply.
But sometimes, laaS may not

be theright fit, such as when:

- Current laws and regulations
govern where and how data may
be stored and/or processed.

- The performance requirements
demand dedicated, in-
house systems.

- A commodity infrastructure
just won't do. (Part of the lure
of [aaSis the economics of
running services on commodity
systems. But sometimes,
organizations prefer high-end,
brand-name components.
Fortunately, analysts expect
cloud service providers to begin
differentiating themselves by
the hardware and software
they run their services on.)

WHITE PAPER

INFRASTRUCTURE

as a SERVICE

Learn more about the benefits of not
having to buy, manage or maintain IT

equipment thanks to laaS migration:
CDW.com/infraasaserv
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Private Vs. Public Clouds
Why Consider a Private Cloud?
Build or Buy?

Private Cloud's Prerequisites

P

LA
RIVAT

Harnessing this
resource for
increased control
and data security

hen most people think of cloud

W computing, they thinkin terms
of a public cloud — aninfrastructure
or service somewhere out on the
network that's shared among other
unknown organizations. From those
public clouds, an organization can
access software, platform and
infrastructure as a service.

Unfortunately, many enterprises are
uncomfortable with the idea of sharing
IT resources. Much of the concern
seems to gravitate around whose
dataisin close proximity to theirs. It
could belong to competitors, hackers,
criminals or other nation states. Aside
from this general aversion to sharing
resources or leaving any part of their
IT operations to third-party cloud
providers, many organizations are
restricted by laws or regulations from
moving information to a public cloud.

Thisis where private clouds come
into play.

Private Vs. Public Clouds
For years, enterprise data centers

R FOCUS:
- CLOU

have been evolving. IT departments
have begun embracing the idea of
shared services or a service-oriented
architecture to more efficiently deliver
computing capabilities to users.
Coupled with aneed to streamline
data centers, the services approach
has driveninterestin virtualization.
Organizations that have moved far
along on their journey to a virtualized
infrastructure are well positioned

to build their own private cloud.

It'simportant toremember that
acloudisn't athing;it's a set of
capabilities and structured IT processes.
Imagine an organization's data center
— consolidated and virtualized —
offering services on demand, elastic
computing capacity and metered,
pay-as-you-go usage. That describes
aprivate cloud. In anutshell, a private
cloudis a virtualized data center
with anew management layer.

The difference between public and
private cloudsis less about where the
cloudresides and more about whose
information it hosts. A public cloud
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represents a sharedinfrastructure
with many tenants. A private cloudis
devotedto asingle enterprise or group.
A private cloud canbe builtinan
organization's own data center, or it
can exist on third-party infrastructure
devoted to the customer. Some public-
cloud providers will cordon off servers
and storage (logically and physically)
into a private cloud to meet the security
and privacy needs of certain clients.
Many organizations, when they first
adopt the cloud computing model,
opt for the private cloud. Some start
by obtaining services through what
are known as community clouds.
These are private clouds built for
groups that share similar resource,
regulatory and security requirements.
Many experts believe thatindustry-
specific community clouds, purpose-
built for vertical markets such as
healthcare, finance, government
or retail, are the next big thing. For
example, a healthcare community
cloud could be designed to comply
with the Health Insurance Portability

and Accountability Act (HIPAA).

These community clouds resemble
public clouds in that they host services
for several organizations. But they
are privatein that not just anyone
canuse them, and the tenants that
do are normally aware of the other
enterprises operating in the cloud.

Another popular type of private cloud
is the hybrid cloud. As its name implies,
a hybrid cloud blends the best security
and control aspects of a private cloud
with the massive scale of a public cloud.
In other words, enterprises move select
computing workloads to a public-cloud
service while keeping others in-house.

Why Consider a Private Cloud?
Thereasons for considering
cloud computing and thereasons
for considering private-cloud
computing can be very different.
Most organizations first consider
aprivate cloud because they are
unwilling to trust their data and
applications to a third party.
They may also need to meet specific

security requirements, particularly
withregard to data privacy, that
can't bemetinapublic-cloud model.
Or they want to maintain control
of their IT infrastructure, in part to
ensure a certain level of availability.
Enterprises that are attracted
to the potential cost savings and
economies of scale afforded by the
public cloud may be disappointed if
they assume they can enjoy those
same benefitsin a private cloud. An
organization that creates a private
cloudinits own data center stillmust
operateits ownhardware and software
infrastructure, plus theingredients
that make a cloud a cloud: automation
and orchestration, self-service portal,
metering and chargeback. Andif the
organization aims tolicense a private
cloudin apublic-cloudinfrastructure,
it's unlikely to enjoy the same cost
benefits from a provider that must
dedicate resources to the private cloud.
For private-cloud adopters, cost
reduction comes from the consolidation
and virtualization that the enterprise
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must undergo. Analysts have found
that when private clouds are adopted,
the biggest benefitis agility —how
quickly the organization can set up
systems, launch new applications
and provision IT resources.

That's not to say that cutting IT
costsisn't a possible benefit of using
aprivate-cloud solution. It's just that
costreductions may not come from
reducing hardware or software needs.
But IT maintenance eats up thelion's
share of IT budgets, and by some
estimates, moving to a private cloud
canreduce maintenance costs by half.

Among other benefits, private
clouds also offer the following:

- Greater IT efficiency and reduced
time for provisioning and
decommissioning

- The ability to launch new business
capabilities quickly
-Protection against unauthorized use

of public-cloud services

-Metering and chargeback to
encourage responsible use of IT
resources

-Better support of internal developers

through on-demand resources

- The chance to demonstrate the

value of cloud computing to skeptical

stakeholders

Private clouds also provide for
better alighment betweenIT and
business functions. Inrecent years, IT
departments have tried to reposition
themselves as service providers
supporting key business operations
—not just technology operations that
buy, install and maintain computing
systems. In a private-cloud model,

IT departments engage more with
business units to understand their
needs and rapidly develop cloud
services that support them.

Build or Buy?

Asif the decision of whether to
adopt a public or private cloud weren't
enough, organizations that opt for
the control and security benefits
of a private cloud must determine
how to deploy one. They can build it
themselvesin their own data center, or
they can host it offsite on a managed
service provider'sinfrastructure.

When an enterprise chooses to host
aprivate cloud with a third party, the
service provider operates the cloud on
itsinfrastructure (including all cloud-
based SaaS, PaaS and laaS products
the enterprise makes available toits
users), but uses dedicated (private)
hardware resources. The hosted
private cloud offers the benefits
of cloud computing, including self-
provisioning, elasticity and metered
usage, but without multitenancy.

VIDEO CHANNEL

For certain critical applications,
only anonshared, private cloud will
meet an organization’s security and
regulatory requirements. Building that
private cloud at the organization's
facility is a data center-development
project, requiring servers, storage,
network bandwidth, security and the
expertise to enable all of it for self-
provisioning, rapid scalability, metering
and chargeback (billing business units
for what they use). If it is not handled
correctly, building a private cloud can
resultin cost and schedule overruns.

Analysts such asresearch firmIDC
expect enterprises to continue to be
attracted to private clouds. However,
more of them likely will choose hosted
private clouds — virtual private clouds
—that are managed by a third-party
specialist. Doing so doesn't allow an
organization to skip important stepsin
cloud migration, namely consolidation,
virtualization, automation and
orchestration, but it relieves them
of having to build their own cloud.

Enterprises that want to build
private cloudsin their own data centers
can use one of a growing number of
prepackaged solutions. These “cloudin
abox" offerings include the necessary
hardware and software for getting
aprivate cloud up and running.

Popular solutions include Vblock, from
the Virtual Computing Environment
(or VCE, a joint venture of VMware,

CLOUD COMPUTING

Learn more about CDW's cloud capabilities through video case
studies and architect-led webinars: CDW.com/cloudguidel
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Cisco Systems and EMC); FlexPod,
from Cisco Systems and NetApp; IBM
CloudBurst;and HP CloudSystem.
These preintegrated hardware/
software solutions have been tested
inadvance for interoperability, saving
IT departments time and effortin
getting systems up and running.

They areidealif an organizationis
startingits private cloud from scratch,
because they include servers, storage,
networking hardware and all necessary
cloud software. Forrester Research
found that organizations that used
preintegrated solutions to build their
private clouds were most successful
in creating a true cloud environment.

For enterprises that are already
running a highly consolidated,
virtualized data center on existing
IT infrastructure, some software
solutions canrun on top of their
installed resources to cloud-
enable them. Typically, they can
runonany infrastructure, but
they may require a certainlevel
of integration work to make the
private cloud function properly.

Private Cloud's Prerequisites
Unless an organizationis starting
with a clean slate and can build a private
cloud using one of many preintegrated,
cloud-in-a-box solutions, it must
prepareits data center to enable
private-cloud services. At the same
time, it needs to understand and plan
tointroduce several new technologies
that will turnits virtualized data
centerinto a true private cloud,
offering all the capabilities of cloud
computing. Some of the key steps
along the way include the following:
Consolidate | Most data centers
have more systems than they need
to support their users. Itis always
agoodidea (and mandatory for a
successful migration to a private cloud)
to consolidate systems. Look for
redundant applications, underutilized

servers and spare storage systems.
Consider physical consolidationinto
blade servers and other technologies
that can harness data center sprawl.

Standardize | Adopt astandard of
“one" — one SAN vendor, one server
vendor, one hypervisor vendor, etc.
This step, along with the others, will
leave the organization well-positioned
for high orchestration and automation.

Service | Implement a services
approach. Everything that the
IT department does should be
approached as a service: availability
asaservice, cost asaservice,
capacity as a service, security as
aservice, incident management
as aservice, change management
as aservice, etc. A services
approachis critical to successful
private, hybrid and public clouds.

Virtualize | With systems
consolidated, look to virtualize
anything that makes sense to
IT operations. This could lead to
further consolidation, as virtual
machines need considerably
less hardware torunon.

Pump up the network | Ina
private cloud, the IT department
will serveresources over the
network, which willrequire ample
bandwidth to ensure a high level of
performance. Think in terms of 10-
Gigabit Ethernet LAN connections
and examine the organization's WAN
connections for similar performance.

Decide what moves to the cloud |
Not every IT function should move to
the cloud. IT staff should start thinking
about which cloud services make
sense and which don't, depending
onthe organization'sinfrastructure
and business operations.

Decide what moves to the
private cloud | Similarly, not every
IT function should move to the
private cloud. Despite someiinitial
reluctance, the IT team may decide
that certain systems, such as email,

WHY I.T. MANAGERS
LOVE HYBRID

In May 2013, Microsoft
commissioned a study by 451
Research, which, among other
things, led the company to call
the coming years the “era of
hybrid cloud." The New Era of
Hosted Services, which polled
1,500 IT professionals, found
that 68 percent were planning
to adopt a hybrid cloud model
over the next two years, up
from 49 percent today.

Not only does a hybrid cloud

offer enterprises the best of both
worlds — security in the private
cloud and economies of scalein the
public — it also greatly enhances
their ability to tackle large or
unpredictable computing loads.
One characteristic of a true hybrid
cloudis thatitis “burstable.” This
means that when the private cloud
needs extraresources, such as
storage or computing power, it
can burst into the public cloud
toacquire those resources.

can exist securely in a public cloud.

The hybrid-cloud model that this
entails can be built in stages, but IT
management should think long-term to
minimize the migration process. If there's
a good chance a system may eventually
move to a public cloud, it may not make
sense tomoveit to a private cloud first.

Building a private cloud can be a gradual
process. One luxury of adopting cloud
computing in-house is that enterprises
can start small, build up their cloud
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expertise and then add capabilities when
they'reready. However, to eventually
arrive at a fully functional private-cloud
infrastructure, organizations need
tointroduce several cloud-specific
features, including the following:

Automation and orchestration
platform | Akey characteristic of
cloud computing is that it is automated.
Resources are provisioned automatically
and expand or contract as needed
without IT staff intervention.

Cloud automation comprises
various scripts that handle tasks such
as provisioning virtual machines,
allocating storage and more. The
orchestration platform assembles the
scriptsinto a workflow and coordinates
the configuration, management,
servicelevel and security of cloud
resources into a single service for
the user. Most cloud computing
platforms that an organization might
deploy inits data centerinclude
an orchestration component.

A self-service portal | One of the
great benefits of a private cloud s
when theIT group receives arequest
forresources and cananswer, "Let's go
aheadanddoit.” The self-service portal,
which can be built after the automation
and orchestration platformisin place,
requires carefully considered policy.
Standard choices for end users may be
limited at first, but over time, as more
resources are provisioned automatically
through the portal and users grow
comfortable using it, the savings to
an organization can be massive.

Metering and chargeback system |
Once the cloud service has been
delivered to the user, the enterprise
must track its usage and, if desired,
charge business units for that usage.
Metering shows users, or appropriate
department heads, their cloud service
usage and associated costs.

Should the organization determine
that business units must pay for their
IT services, the chargeback system

facilitates transactions and can
integrate with existing IT financial
management systems. Metering and
chargeback areimportant for achieving
the cloud benefits of improving
utilization and cost management.
Management and monitoring
tools | These tools allow assessment
of how well a private cloudis running.
Not only are the toolsimportant for
gauging performance against SLAs, but
they also play arolein triggering the
automation and orchestration system
to add cloud resources (computing
power or storage, for example)
when servicesrequire them. ®
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Rethinking security
with cloud in mind

ING
DARIES:

oncern about information security
C remains a top obstacle torealizing
the benefits of cloud computing. The
idea of handing over information systems
toanoutside provider spooks many IT
departments. Questions about security
inthe cloud are a principal reason why,
when organizations do opt for a cloud
deployment, many of them look first to
establish private clouds. But evenina
private cloud, unique security situations
demand the IT department'’s attention.

How Cloud Influences
Security Thinking

When it comes to fending off
cyberattacks, cloud solutions are really
no different than traditional networks.
Both are susceptible to the same
assaults. Moreover, in the public cloud,
safety measures such as application
authentication, disaster recovery and
fault tolerance are managed by someone
outside the enterprise. Andin most
cases, the organization's data sitsonan
infrastructure thatit shares with others
— potentially including competitors.

- CLOU

How Cloud Influences Security Thinking

Cloud Security Best Practices

Private clouds can help ease some of
those fears. A cloud that an organization
owns and operatesin-houseis
easier to secure and keep separate
from the Internet. Plus, a private
cloud can better help organizations
comply withregulations such as the
Payment Card Industry Data Security
Standard (PCIDSS) or HIPAA.

Whether a cloudis public, private
or hybrid, some of its specialized
characteristicsintroduce unique
security considerations. For example,
multitenancy can existinany cloud.Ina
public cloud, an enterprise may not know
with whom it shares infrastructure.
Inaprivate or community cloud, the
organization may know whoit's sharing
with, but may need assurances that
another business unit, for example,
can't accessits information.

In a multitenant environment, it is
reasonable to expect user groups to
ask how the provider (public or private)
keeps their data separate from other
groups. For that matter, itis reasonable
toinvestigate where the physical assets
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arelocated and what type they are.

In situations where the organization

is procuring network servicesin the
cloud, it should ask how these virtual
networks are kept separate and secure.

Inacloud computing model, the
traditional notions of internal, external
and DMZ environments are muddied.
One way to keep things separateina
cloudis to employ domainisolation. This
helps to ensure that only authorized
users and machines connect with
an enterprise's resources.

An organization can employ a
variety of techniques to enforce
isolation, andin a private cloud, these
are easier to manage. When dealing
with a public-cloud provider, the
organization must understand how
the provider implements isolation.

In addition, the external links
established between online resources
create aunique security concernin
cloud computing. These links don't
exist in traditional software models, for
example. Direct links between cloud
resources meet a certainlevel of trust.
When a third (or fourth, or fifth) resource
establishes alink, that trust may be
transmitted throughout the chain, when
infact, resources at the edge of the
chain may be vulnerable to hackers.

Issues of transitive trust, as the
conceptis known, arerelatively new to
cloud computing. But as clouds grow
more intricate and interconnected,
theseissues become moreimportant.
As users add externallinks to their
cloud services — for pulling in other
services, authentication solutions,
external dataand more — IT and security
professionals will need to assess each
externallink for transitive trustissues
and plan for possible breakdowns.

Cloud Security Best Practices
Inany cloud model, a few best
practices can go along way toward

maximizing information security.

Do your homework. In a public cloud,
an IT department must adequately
question potential service providers
about their security measures. What
types of encryption methods do they
use? What types of authentication?

A service provider may actually get
its authentication services from
another vendor. Whois it and what
assurances can theIT team extract
from the authentication vendor that
cloud platforms will be secure?

Keep sensitive datainternal. Not
everything should move to the cloud,
especially data. In general, it may
be best to keep confidential data on
internalinfrastructure (forming a
hybrid cloud). Organizations should
performarisk analysis before
migrating any data to the cloud.

Encrypt all cloud traffic. Chances
are good that the enterprise already
encryptsbusiness data asit leaves and
returns to the internal network, either
via avirtual private network, Secure
Sockets Layer encryption or some other
method. Once dataisin the cloud, it
should be encrypted at rest. The service
provider should use industry-accepted
algorithms and encryption keys.

Stay on top of updates to data
security. Cloud security needs to be
an ongoing process. When dealing
with cloud providers, an organization
should make sureits SLA provides for
regular reporting of possible security
vulnerabilities and how the provider
keeps theinfrastructure secure.

Employ web content filters. When a
web browser is the primary interface
for accessing cloud services, it must be
locked down tight. Web content filters
watch whatis coming and going
through anInternet connection to
identify viruses, spyware and other
malware that could compromise
a connection and allow hackers
access to cloud resources.

TRENDS IN CLOUD

AUTHENTICATION

Bring your own device has
become a common term, but many
experts see afuture for “bring
your own identity"” environments.
Analysts expect BYOID to make
it easier for users of enterprise
cloud services tologinusing
Facebook, Google and other
consumer online identification
services. This might fit wellin
cloud initiatives that exploit
cloud services for nonsensitive
applications, but organizations
need tolook long and hard at
BYOID for critical cloud services.

Embrace security information and
event management (SIEM). In a public
cloud, providers should be operating
intrusion detection systems and
other network security solutions
to sense efforts by hackers to
compromise systems. Organizations
should also use such security devices
to protect private clouds. A SIEM
system takes information from
disparate network security solutions
and performs real-time analysis to
furtheridentify risks and issue alerts.
It can alsolog security information
to help generate usefulreports.

Don't forget physical security.
When part or all of an organization's
ITinfrastructureis hosted offsite, it's
important to understand how the service
provider controls physical access to its
data center. Who has access to what,
and how do they identify themselves?
Enterprises should understand how
the vendor gets assurances from
employees that they will protect
their customers'information. ®
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Setting a framework
for cloud operations

loud computing requires
different processes, ways of
thinking and skill sets than other IT

operations. Having studied the benefits,

deployment models and security
implications of a cloud infrastructure,
organizations must make sure they can
manage the cloud's unique details.

ITSM and ITIL

Cloud computing requires IT to evolve
into a services department —amajor
shift for any enterprise. IT service
management (ITSM) is an umbrella term
foramodern form of IT governance that
changes thelT group from anisolated
department focused on technology
toanintegrated part of the business
focused on processes. ITSMis anatural
fit with cloud computing because anIT
department thatimplements the cloud
is devoted to effectively delivering
services to support the enterprise.

ThelT Infrastructure Library is
aframework for supporting ITSM.
ITIL forms the foundation for ISO/
IEC, aninternational standard for IT

RNANC

ITSMandITIL
Software Licensing in the Cloud
Service-level Agreements

IT Workforce Development

- N

service management that consists
of five core components: service
strategy, design, transition, operations

and continualimprovement.

Adopting ITIL prior to cloud migration
willhelp anIT department navigate
the necessary steps for successful
implementation and support. These
stepsinclude creating a services catalog
that can align the cloud offering with
business process, and developing
achange management database
for tracking the deployment and
decommissioning of cloud services,
applications and virtual resources.

Service-level Agreements
RelatedtoITSMandITIL is the
establishment of SLAs. Not only must
an enterprise negotiate acceptable SLAs
withits cloud providers, but if the IT
department will be delivering services to
business units, it should establish SLAs
with users. This is how organizations
measure services against expectations.
If the enterpriseis a cloud
customer, SLAs should address
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important criteria such as:

- Costs above and beyond
standard capacity, performance,
users and so on (to be spelled
outinthe SLAf the standard
contract doesn't cover them)

-Expected system availability
or uptime

- Accountability for downtime and
agreed-upon remedies (including
financial compensation)

- Provisions for adding or
subtracting resources to
match demand, including how
quickly it must be done

-Reports the organization can
expect toreceive to demonstrate
performance against SLA metrics

- An exit clause that details
how the enterprise canleave
the cloud service — both for
cause (poor service) and by
the organization's choice — and
how the data willbe handled

- Security concerns, from how
the cloud provider protects
itsinfrastructure to how it
separates tenants’ dataon
its systems (if applicable)

For private cloud deployments,

where theIT departmentis the

cloud provider, consider SLAs for
business units, as they are the cloud
“customers.” Suchinternal SLAs

may be comparable to vendors'
agreements, but may also include
sections on metering and chargeback
sointernal customers know how much
service they can expect, whether
they will be charged for using it and
how muchit will cost based on users,
resources, performance levels, etc.

Software Licensing in the Cloud

One thing that cloud computing may
actually make more difficult is software
licensing. Saas licensing is less likely to
cause problems because the software
is the basis of the vendor's service.

But with laaS and
PaaS cloud models,

as well as private
clouds, organizations
may deploy their own
virtualized applications
inthe cloud. That's
where things can
become confusing.

Inthe future,
softwarelicensing in
the cloud may become
clearer, but for now,
software companies
don't have a uniform
way to address how
customers canuse
their applications
in a cloud situation.
Most agree that the
cloudis an extension of traditional
licensing, for which they can charge
more, beit by user, by processor
(particularly in private-cloud
deployments) or by some other criteria.

Some enterprises may think that
their traditional licensing agreements
extend to the cloud, but that could
prove to be aninaccurate assumption.
In general, if arightisn't explicitly stated
inalicensing agreement, itis usually
retained by the software maker.

IT departments must think through
all possible licensing stipulations when
moving to a cloud. For example, if the
organization plans to host an application
onanlaaS or some other third-party
platform, that third party may also
require licensing-related clausesinits
contract with the organization, including
rights to access the software to ensure
redundancy and assurances that the
softwareis licensed torunin a cloud.

Many vendors today have
softwarelicensing experts on staff.
Before deploying a cloud solution, IT
departments should avail themselves
of such experts and make sure they
understand all the implications of
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licensing in the cloud, which will
reflect the enterprise’s unique
deployment model and usage needs.

IT Workforce Development
Workforce development may be the
biggest managerialissue IT departments
face in their migration to the cloud.
Many organizations say the shortage
of IT workers skilled in cloud concepts
and technologies is the top challenge
they facein bolstering their cloud
capabilities, according to IDCresearch.
Developing IT workers who are
skilled in cloud computing is especially
important for enterprises considering
aprivate- or hybrid-cloud approach.
Among needed expertise, IT staff
must understand virtualization,
cloud technologies, cloud security,
multitenancy and service-oriented
architectures. Organizations should look
for workers who have beeninvolvedin
virtualizing data center resources, as
they are most likely to know the basic
tenets of consolidation, virtualization
and (depending on prior experience)
automation and orchestration. ®
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